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Abstract

The United States Department of Defense (DoD) has yet to comply with the Chief
Financial Officers Act of 1990, which requires the DoD to produce auditable financial
statements. The purpose of this research is to study the financial and efficiency losses
organizations within the DoD suffer by researching the DoD’s reliance on legacy IT systems and
current internal business controls. This research will explore the relationship between financial
auditability and cybersecurity in an effort to take advantage of commonalities within both
disciplines to find areas of efficiencies and true cost savings.

This research will focus on the problems preventing the DoD’s compliance with federal
regulations, such as unsupported journal vouchers. The DoD is a large and complex federal
agency, which relies on hundreds of financial information systems. Some these financial
information systems are legacy financial information systems, which have evolved over many
years and now include complex and entwined functionality. In some cases, replacing the
financial information system successfully is simply not feasible. This research project will
involve techniques to mitigate the impact of relying on legacy financial information systems.

An important part of this research will focus on the Financial Improvement and Audit
Readiness (FIAR) guidance and best practices to implement strong internal business controls and
cybersecurity controls to achieve audit readiness (FIAR, 2017). The research methodology is to
compare the strengths and weaknesses of the legacy IT systems from an internal business
controls perspective and a cybersecurity perspective. In addition, this research project includes
the impact of human behavior, as it relates to financial auditability.

Keywords: Cybersecurity, Financial Auditability, Internal Controls, Audit readiness,

DoD Legacy Systems, Unsupported Journal Vouchers, FIAR Guidance, CUECs, CSOCs, Michael Sanchez
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Introduction

In the history of the world, auditing financial records traces back centuries to an era long
before the advent of computer systems (Pava, n.d.). However, it was the development of the
railroad and the transportation of goods that made auditing a requirement for businesses (Pava,
n.d.). In the beginning, achieving auditability required manual processes, which means humans
must record or enter the data by hand, instead of using a more efficient and more visible
automated process, which is available today (Kutz, Gregory, 2002). Manual processes lead to
human error, duplication of data, and the inability to integrate data with other computer systems
easily (Kutz, Gregory, 2002). The inability to integrate data with other computer systems means
the computer systems cannot share data correctly (Kutz, Gregory, 2002). The error-ridden
manual processes add a high cost factor to normal business operations (Kutz, Gregory, 2002).

The advent of automated computer systems was far from a quick fix to manual auditing
because auditors did not immediately adopt and implement computer systems into the auditing
process. Auditors needed time to assure themselves that computerized systems were reliable.
The first computers were limited in terms of memory size and processing power, which made it
impossible to create the sophisticated systems available today (Shelly, Cashman, & Forsythe,
1985). In order to process data in the central processing unit of a computer system, the computer
system must be able to hold the operating system instructions, the application instructions, and
the data within the main memory of the computer system’s central processing unit. (Shelly,
Cashman, & Forsythe, 1985). In addition, the cost of early computer systems was out of reach
for most businesses (Ensmenger, 2003).

However, the audit world gradually came to accept computer systems. Whether through

systematic or manual processes, auditing now relies on general accepted auditing principles. The
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necessary standards for financial reporting by all organizations are general accepted auditing
principles, which are a collaboration of public and private concepts (Financial Accounting
Foundation, n.d.). The Financial Accounting Standards Board sets financial standards for public
and private organizations (Financial Accounting Foundation, n.d.). The Government Accounting
Standards Board sets financial standards for government organizations (Financial Accounting
Foundation, n.d.). Financial reporting is the universal method of communicating the condition of
public or private organization’s financial statements (Financial Accounting Foundation, n.d.).
Standards are necessary to ensure all entities are describing the financial statements of their
respective organizations in the same manner.

Legacy information technology (IT) systems are IT systems that no longer serve a useful
purpose when modern technology is implemented (DSecretary of the Army, 2016). For the
purposes of this research, legacy systems will include automated systems as well as manual
processes. A manual process must exist prior to automation because the manual process is the
basis for the automation. The challenge is to automate the process with increased efficiency,
increased accuracy, and reduced overall cost. Manual processes and system processes that are no
longer auditable in today’s business environment are legacy processes. For example, timesheets
require specific data elements for auditability purposes, such as the date signed by the employee,
the date signed by the approver, and the name of the approver. If there is only one date on the
timesheet or the handwritten approver’s signature is not legible, the manual process is a legacy
process in today’s business environment. In the timesheet example, if there were provisions to
accept digital signatures that are electronically timestamped and legible, the timesheet would be

auditable and the manual process would no longer be a legacy process.
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There is an important effort within the U.S. Army to improve their network services, as
described in the following excerpt:
Critical to this effort is the elimination of legacy information technology (IT) hardware,
software, and services. Legacy IT is IT that has no functional benefit to the Army’s
network upon delivery of modernized technology. Legacy IT includes duplicate
networks, equipment replaced during integration with the Joint Information Environment,
unnecessary and unused software, and IT services that no longer fulfill a requirement.
Elimination of costs associated with operating and maintaining unnecessary legacy IT
will increase resources available to operate the modernized network. (DSecretary of the

Army, 2016, p. 1)

Missing from the United States (U.S.) Army’s definition is the age of the legacy systems. For
example, a poorly designed IT system, which does not interface well with other dependent IT
systems, could be a legacy system very soon after deployment. With a failure rate of 50% to
80%, many systems never make it to deployment (Dorsey, 2005). Legacy systems and business
processes may not necessarily be old, but systems and processes that no longer serve a useful
purpose in today’s business environment are legacy (DSecretary of the Army, 2016).

Internal business controls are steps taken by management and employees to provide the
necessary oversight and assurance that business objective are being met (Kutz, 2014). Internal
business controls consist of efficiency of business operations, reliability of data, and compliance
with applicable statues (Kutz, 2014). Management can set business priorities, define business
objectives, and design internal controls, but it is the organization’s staff that implements and
operates internal business controls (Kutz, 2014). In other words, internal business controls are

dependent on capable and engaged personnel.
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Background

The United States federal government is comprised of many agencies and offices. For
example, the U.S. Army is a unique agency within the federal government. The U.S. Army is
partly under the purview of the Assistant Secretary of the Army (OASA) Financial Management
& Comptroller (FM&C) (HQDA Org, 2014). As compared to smaller entities, such as the
Department of Defense, Office of the Inspector General (DoDIG), the U.S. Army is a large
government organization with a significant level of complexity. The size and complexity of the
U.S. Army is evident by the significant number of Secretariat Offices and U.S. Army Staff,
which includes service members, civilians, and contractors. In addition, the U.S. Army relies on
many legacy IT systems to produce a financial statement, which becomes part of the Department
of Defense’s financial statement. As of 2016, the U.S. Army’s inability to report correct
financial information has affected the entire Department of Defense (DoD) (Paltrow, 2016).

In January of 1990, Congress passed the Chief Financial Officers Act of 1990, which
required government agencies to produce “...complete, reliable, timely, and consistent financial
information...” (United States Congress, 1990, p. 1). While the DoD has made some progress,
the DoD has yet to comply with the Chief Financial Officers Act of 1990. The Financial
Improvement and Audit Readiness (FIAR) team first provided guidance to DOD organizations,
such as the U.S. Army, United States Navy, United States Air Force, United States Marine Corp,
Defense Logistics Agency, and others in December of 2005 (FIAR, 2005). The FIAR team
discussed the 11 material weakness that the DoDIG identified (FIAR, 2005). A material
weakness is an internal control that is not operating effectively and has the potential to affect the
accuracy of an organization’s financial statement (FIAR, 2005; Center for Audit Quality, n.d.).

The 11 material weaknesses identified by the DoDIG relate to the following:
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e Financial management systems

e Transactions within government agencies

e Unsupported adjustments

e Reconciliation with the United States Treasury

e Activities that create risks to the environment

e Depreciation of DOD owned property

e DoD property issued to contractors

e Valuation of inventory

e Method of tracking operating materials and supplies
e Total cost to achieve the mission

e Reconciliation of obligations (FIAR, 2005, p. 22)

Additional cybersecurity controls are necessary to discover and mitigate the effects of
material weaknesses. Cybersecurity controls are a subset of general IT controls because general
IT controls include more than just those IT controls that focus on cyber security risk (Waterman,
2017). The Under Secretary of Defense (Comptroller) provided the DoD management with five
steps to improve financial management, such as discovery and correction, validation, assertion,
assessment, and audit (FIAR, 2005). Management’s responsibility is to review controls, standard
operating procedures, and processes to identify system deficiencies (FIAR, 2005). In addition,
management’s responsibility is to implement corrective action plans (CAPs) and validate that
new controls are working (FIAR, 2005; OMB Circular A-123, 2004). Once validation of the
new controls is complete, management must assert the reliability of the organization’s financial
systems, processes, and financial statements (FIAR, 2005). The DoDIG’s responsibility is to
assess the effectiveness of the new control and audit as necessary (FIAR, 2017).

5
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In 2005, there was progress in reducing unsupported journal vouchers (JVs). Journal
vouchers serve a legitimate purpose in the auditing world, which is to provide an auditable
record of the underlying financial transactions (Investor Words, 2017). Supported JVs provide
enough information for auditors to trace the JVs back to the original obligating document, which
must contain sufficient transaction level details (DoDIG-113, 2016). Unsupported JVs indicate
there is not enough documentation for auditors to determine whether the underlying transactions
are legitimate (DoDIG-113, 2016). The DoDIG reported a reduction in unsupported JV’s from
2.3 trillion dollars in 1999 to just 250 billion dollars in unsupported JVs in 2005 (FIAR, 2005).
The reduction in unsupported JVs in 2005 was misleading and temporary because unsupported
JVs increased significantly from the amounts reported in 2005 (DoDIG_2016_113, 2016).

The inability to support a JV with sufficient documentation is what results in the
unsupported JV classification (DoDIG D_2008 084, 2008). The basic process begins with the
generation of some type of key supporting document (KSD), which creates a future obligation.
When the requirements contained within the initial KSD are satisfied, a disbursement matching
the initial obligation must occur. The initial KSD will contain all the detail necessary to support
the obligation. However, the data elements from the initial KSD may pass through many
computer systems and lose some data elements before the disbursement occurs. “There are a
variety of systems that must be considered in audit readiness efforts, including but not limited to:
general ledger systems, source/feeder systems, system interfaces, disbursing systems, reporting
systems, and property management systems (FIAR, 2017, p. 47). Each system will have
interfaces with input control points, processing control points, and output control points (FIAR,
2017). If each interface works correctly through each system, the disbursement, which is the

actual funds paid out, can occur correctly. However, if some of the system interfaces or controls
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points are broken the disbursement may occur incorrectly or not at all. Auditability requires
sufficient controls in place to maintain the integrity of the data throughout each processing step.
The Defense Civilian Personnel Data System (DCPDS) is a DoD example of the number
of systems and interfaces data must process through correctly. The DCPDS is a custom-off-the-
shelf human resources data system, which is web-based and customizable (DCPAS, 2017). The
DCPDS is a complex system, which supports 26 functional areas of human resources records
management (DCPAS, 2017). The DCPDS contains process rules exceeding 500,000 and nearly
2 million pay and benefit algorithms, all of which must communicate with more than 40 external
systems (DCPAS, 2017). The DCPDS is a good example because it is typical of the level of
complexity and interconnectivity within DoD information systems. There are certainly many

opportunities for data to process incorrectly and lead to an unsupported JV.
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Statement of the Problem

In 2015, the DoDIG published a finding that the OASA FM&C and the Defense Finance
Accounting Service (DFAS) were unable to support 6.5 trillion dollars in journal vouchers in
fiscal year 2015 (DoDI1G-113, 2016). The DoDIG attributed the primary issue to deficient IT
systems (DoDIG-113, 2016). The government accounting service that currently processes the
U.S. Army General Fund’s financial transactions is DFAS. According to the DoDIG, the OASA
FM&C, which is the reporting entity and the DFAS, which is the service provider did not correct
the system deficiencies responsible for the errors that made JV adjustments necessary (DoDIG-
113, 2016). The 6.5 trillion dollars in unsupported JVs represents a sharp increase from the 250
billion dollar amount of unsupported JVs discovered in 2005. In addition, this sharp increase is
indicative of a much larger problem, which requires a more in-depth analysis to determine and to
mitigate the root cause of this problem.

In considering other large Department of Defense organizations, such as the United
States Navy, there are additional financial and efficiency losses. The Navy did not design its
legacy financial systems with enough visibility of the transaction level detail necessary to
achieve auditability (DODIG_051, 2012). Large organizations can suffer financial and
efficiency losses, due to the use of legacy IT systems (Kelly, Holland, Gibson, & Light, 1999;
Thornton, 2017). To correct the financial and efficiency losses, the Navy has implemented an
enterprise resource planning (ERP) system which will provide “financial transparency” and
increase “effectiveness and efficiency” throughout the Navy’s financial systems (DODIG_051,
2012, p. 1). An ERP system combines many business processes, such as financial records,
human resources, and other day-to-day business processes into one cohesive system (Microsoft,

2017b). However, ERP systems alone cannot provide the entire solution because the input data
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is dependent on the quality of the organization’s internal business processes and controls
(DODIG_051, 2012). ERP systems can provide a platform the achieve audit readiness, but an
ERP cannot “...guarantee audit readiness...” (DODIG_051, 2012, p. 1). In another example, the
U.S. Army uses many legacy IT systems to process business data (McNermey, 2003). The U.S.
Army’s inability to provide auditable financial records has led to trillions of dollars in
unsupported journal vouchers (DoDIG-113, 2016). According to the DoDIG, the unsupported
JVs are the result of a failure of the OASA FM&C and DFAS to prioritize system deficiencies
properly (DoDIG-113, 2016). The unsupported journal vouchers indicate a need for further
research to determine and to mitigate to root cause of the unsupported JVs. Financial records are
auditable or clean when an auditor’s review results in an unqualified or unmodified opinion,
asserting that the auditor finds the financial records to be compliant with general accepted
auditing principles (Farlex, 2012). Auditable records are necessary to support the reliability of
financial statements.

The inability to provide auditable records of budgetary resources, commonly known as
Statements of Budgetary Resources is not a new problem for the U.S. Army (Smithberger, 2016;
DoDIG_2015 144, 2015). This inability to provide clean or auditable Statements of Budgetary
Resources has existed since before Congress required all federal agencies to be audit ready by
passing the Chief Financial Officers Act in 1990 (Smithberger, 2016). However, the 6.5 trillion
dollars in JV adjustments occurred as recently as fiscal year 2015. This fact indicates previous
research has not provided a suitable solution to mitigate the risk of unsupported JV adjustments.
In 2017, independent public accountants (IPAs) found system control deficiencies within the
U.S. Army’s IT systems (GAO_17_85, 2017). In addition to general control deficiencies in

access controls, segregation of duties, and configuration management, the IPA for the Army
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“...identified information system general control deficiencies in security management and
information contingency planning” (GAO_17_85, 2017). The U.S. Army is currently reviewing
its use of legacy IT systems in an effort to improve IT services, increase security, and reduce
costs (DSecretary of the Army, 2016). Keeping pace with evolving technology requires
continual research and understanding in order to develop and implement sufficient mitigation
techniques to minimize the impact on the organization’s financial statement.

Examining the relationship between cybersecurity and financial auditability will hone in
on some vulnerabilities presented by the reliance on legacy IT systems, help to mitigate risks,
and find areas of true cost savings. This study will explore methods to improve an
organization’s underlying business processes and auditability through more effective
cybersecurity controls and monitoring activities. Organizational leaders, business managers,
financial managers, accountants, IT professionals, cybersecurity professionals, and analysts can
benefit from the research. In addition, every user can benefit from this research because the
organization’s users are performing the internal business controls and the cybersecurity controls,
which are in place to mitigate the risk to the organization’s financial statement. The lines of
financial auditing and cybersecurity have blended is such a way that every member of the
organization must be at least some exposure and understanding, from entry level to the top of

leadership.

Purpose of the Study

The purpose of this research is to examine the financial and efficiency losses
organizations within the Department of Defense suffer by researching the DoD’s reliance on
legacy IT systems and current internal business controls. The research methodology is to

compare the strengths and weaknesses of the legacy IT systems from an internal business

10
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controls and cybersecurity perspective. In 2010, the FIAR team began providing guidance and
continual updates to the DoD on methodology and best practices to achieve audit readiness
(FIAR, 2017). Animportant part of this research will focus on the FIAR Guidance (FIAR,
2017). Through this research, one can better understand the importance of the relationship
between effective cybersecurity controls and financial auditability.

Research Questions

The three questions this research will investigate are as follows:

Q1. What is the relationship between financial auditability and cybersecurity?

Q2. What aspects of legacy IT systems create risk factors to the Department of
Defense Organization’s financial statement?

Q3. How can the Department of Defense Organization’s mitigate financial risk

when use of legacy IT systems is necessary?

11
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Literature Review

The capability of producing an unmodified auditor’s opinion of financial records has
eluded the DoD for over twenty-five years. Many professionals from various entities inside and
outside the DoD have worked tirelessly on improving the quality of the DoD’s financial
reporting. The DoD is a complex organization made up of a large number of other defense
organizations. To receive an unmodified auditor’s opinion, each organization within the DoD
must be able to provide an unmodified auditor’s opinion. This project will research peer-
reviewed sources, United States Government Accountability Office (GAOQ) reports, DoDIG
reports, testimony before Congress, scholarly journal articles, FIAR guidance, National Institute
of Standards and Technology (NIST) publications, The Federal Information Security
Management Act, and the Federal Information System Controls Audit Manual (FISCAM)
standards. In addition, this project will research decisions made by authorized officials over the
past 25 years. Examination of the above research provides a representative view the effort by the
DoD to produce auditable financial records.

Auditors focus on IT systems, internal business process controls, and cybersecurity
controls at the reporting entity and any other entity that processes the data (FIAR, 2017). In
addition, all IT systems that process the data, including micro-application IT systems must be
auditable (FIAR, 2017). Microsoft Excel formulas can be simple or complex (Microsoft, 2017a).
For example, many organizations use Excel spreadsheets as part of their data processing, but
Excel spreadsheets are not secure and Excel spreadsheets are not easily auditable (Host
Analytics, 2015). In fact, data in Excel spreadsheets is not always accurate (Host Analytics,
2015). Though not auditable as part of a financial processing system, Excel formulas can

provide reporting entities with real value when conducting monitoring activities.
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The relationship between cybersecurity and auditability is important when considering
legacy business processes, legacy IT systems, ERP systems, financial managers and other
employees, technological growth, and cultural changes. The goal of this research is to examine
the risks and vulnerabilities the DoD is experiencing in its effort to provide clean and auditable
financial records from a cybersecurity perspective and from an auditability perspective. In
addition, this research will evaluate best practices to mitigate the risks of the DoD providing
unreliable financial statements from both perspectives.

Cybersecurity controls.

Simply stated, cybersecurity controls are those IT controls that focus on risk to an
organization from a cybersecurity standpoint, which is “...a relatively new pain point in
corporate audits” (Whitehouse, 2015, p. 1). Cybersecurity or “...information technology
security, focuses on protecting computers, networks, programs, and data from unintended or
unauthorized access, change, or destruction” (University of Maryland University College, 2017,
p. 1). Many public and private organizations collect, store, and transmit sensitive information,
which the organizations must be protect from an increasing number of cyber-attacks, regardless
of the where the data is located. (University of Maryland University College, 2017).
Organizations must protect all forms of the sensitive data “...such as: data-in-transit and data-at-
rest” (Bhadauria, Borgohain, R. Biswas, & A. Sanyal, 2014, p. 189).

Cybersecurity and auditing are no longer mutually exclusive functions because both
disciplines involve mitigating risk to the organization. According to Worth MacMurray, senior
vice president at compliance services provider GAN Integrity, aligning cybersecurity
professionals and auditors is an important function of a chief compliance officer (Whitehouse,

2015). Sandy Herrygers, a partner and IT specialist at Deloitte finds that cybersecurity programs

13

www.manaraa.com



include financial reporting controls, operational controls, and processing controls, while auditing
is more narrowly concerned with system controls that impact financial reporting (Whitehouse,
2015).

In a survey conducted by KPMG in 2014, nearly half of the United States audit
committee members surveyed indicated their audit committee oversees their organization’s cyber
security risk (Bell, 2014). According to Bell, management should use a dashboard or scorecard
and conduct periodic risk assessments to monitor cyber activity (Bell, 2014). In addition, the
main areas of cybersecurity risks are around “...cyber security leadership and governance,
human factors or “‘people risks’, legal and regulatory compliance, business continuity, operations
and technology, and information risk” (Bell, 2014, p. 1). These main areas of cybersecurity risk
are the focus of cybersecurity controls.

Accountability

Every organization is accountable to someone or some entity. For example, a small
business is accountable to its customer base, its suppliers, the Department of Commerce in the
state where the business is licensed, the Internal Revenue Service, and perhaps some others
depending on the business sector. There are many regulations, which are applicable to a large
federal organization, such as the Department of Defense. In fact, taxpayer dollars, which the
United States Congress appropriates, wholly fund the DoD (Higgs, 2007). In addition, the DoD
maintains all levels of classified and unclassified information, which the DoD must safeguard
whether at rest or while in transit (Bhadauria, et al., 2014). This research will present a few of
the federal regulations, which are applicable to internal controls, financial management,

auditability, and cybersecurity at the DoD.
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Chief Financial Officers Act of 1990. The Chief Financial Officers Act of 1990 was a
legislative effort to improve the federal government’s methods and internal controls, which were
in place to reduce waste and to provide fully auditable financial statements across all agencies
within the federal government (Radin, 1998). There have been many additional legislative
attempts to strengthen the effort to improve financial management and audit readiness across the
federal government. For example, there is the Government Performance and Results Act enacted
in 1993, the Government Management Reform Act of 1994, the Paperwork Reduction Act of
1995 the Information Technology Management Reform Act of 1996, and the Federal Financial
Management Improvement Act of 1996. Each new legislative effort was an attempt to improve
accountability, but it is the Chief Financial Officers Act of 1990 that requires each federal
agency to provide an annual financial statement that is auditable (Radin, 1998).

The Government Performance and Results Act enacted in 1993. The United States
Congress enacted the Government Performance and Results Act in 1993 to correct the
disadvantages that federal financial managers were experiencing with program efficiency and
effectiveness (United States Congress, 1993). The lack of federal program effectiveness made it
difficult for Congress to oversee federal programs and make correct decisions on spending
(United States Congress, 1993). In addition, federal program waste and ineffectiveness
contributed to the erosion of taxpayer confidence in the federal government (United States
Congress, 1993). The objective of the Government Performance and Results Act was to restore
public confidence by mandating the federal government to increase transparency, improve
federal financial management, become more effective and accountable, and to measure the
performance of federal programs (United States Congress, 1993). Congress included provisions

in the Government Performance and Results Act that required the Director of the Office of
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Management and Budget (OMB) to prepare verifiable annual performance reports on program
activity for each federal agency (United States Congress, 1993).

The Government Management Reform Act of 1994. The United States Congress
enacted the Government Management Reform Act of 1994 to improve government efficiency
(United States Congress, 1994). The four main areas Congress addressed in the Government
Management Reform Act were pay limitations, human resource management, streamlining
management, and financial management (United States Congress, 1994). The Federal Financial
Management Act of 1994 is the financial management part of the Government Management
Reform Act of 1994 (United States Congress, 1994). The Federal Financial Management Act
required each federal agency to provide auditable financial statements no later than March 1,
1997 (United States Congress, 1994). In addition, the Secretary of the Treasury and Director of
the OMB were required to submit to the President of the United States and the United States
Congress, an audited financial statement covering the entire executive branch of the United
States government (United States Congress, 1994).

The Paperwork Reduction Act of 1995. Congress enacted the Paperwork Reduction
Act of 1995 to reduce the public’s burden of maintaining and storing federal paperwork (United
States Congress, 1995). The goal of the Paperwork Reduction Act was to improve federal
government efficiency and reduce costs by maintaining more information in electronic format
(United States Congress, 1995). By using an electronic format, the government reduces the costs
associated with storing and producing large amounts of information. In addition, an electronic
format allows the government to share information with the public more efficiently (United

States Congress, 1995). Of course, freely sharing more information with the public and storing
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more information in electronic format increases the federal government’s exposure to hacking
activities and other nefarious activities.

The Information Technology Management Reform Act of 1996. The Information
Technology Management Reform Act of 1996 provides several new requirements for the
Director of the OMB, involving the oversight of federal information technology development
(United States Congress, 1996a). In fact, the Information Technology Management Reform Act
of 1996 gives Director of the OMB wide latitude in monitoring and overseeing the use and
development of information technology throughout all federal agencies (United States Congress,
1996a). The Director of the OMB must improve the procedures to acquire and implement
information technology systems, develop a process to track and evaluate all major federal
information technology systems, and mitigate risks associated with the use of federal information
technology systems (United States Congress, 1996a). In addition, the Information Technology
Management Reform Act of 1996 requires the Director of the OMB to review policy and keep
Congress informed about federal information technology systems (United States Congress,
1996a). One of the communication tools the Director of the OMB uses to manage these
requirements are the OMB Circulars (The White House, 2017). The OMB Circulars contain the
guidance federal agencies must follow for a period of two or more years (The White House,
2017). Each circular has a specific numbered sequence, which identifies the circular (The White
House, 2017).

The Federal Financial Management Improvement Act of 1996. The Federal Financial
Management Improvement Act of 1996 requires federal agencies to use information technology
systems that comply with the many federal regulations and accounting standards (United States

Congress, 1996b). In addition, audits are necessary to ensure the integrity of the data processed
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with federal information technology (United States Congress, 1996b). When auditors find non-
compliance issues with federal information technology systems, the Federal Financial
Management Improvement Act of 1996 requires remediation through the implementation of
corrective action plans (United States Congress, 1996b). The Director of the OMB must report
to Congress on any agency failing to meet compliance of the Federal Financial Management
Improvement Act of 1996 within the allotted period (United States Congress, 1996b). Clearly,
the legislative branch is demanding accountability from federal agencies for the receipt of federal
funding through taxpayer dollars. In addition, the series of legislative changes demonstrates the
increasing importance of cybersecurity and auditability with respect to the federal information
technology systems.

Financial Management Regulation. The Under Secretary of Defense (Comptroller)
publishes The Financial Management Regulation (FMR), which applies to all DoD agencies
(DoD_700014_R, 2017). The FMR contains over seven thousand pages and there are 16
volumes covering the financial management areas as follows:

e General Financial Management Information, Systems, and Requirements

Budget Formulation and Presentation (Chapters 1-3)

e Budget Formulation and Presentation (Chapters 4-19)

e Budget Execution — Availability and Use of Budgetary Resources
e Accounting Policy

e Disbursing Policy

e Reporting Policy

e Form and Content of the DoD Audited Financial Statements

e Military Pay Policy — Active Duty and Reserve Pay
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e Military Pay Policy — Retired Pay

e Civilian Pay Policy

e Travel Policy

e Contract Payment Policy

e Reimbursable Operations Policy

e Reimbursable Operations Policy — Working Capital Funds

e Special Accounts, Funds and Programs

e Non-appropriated Funds Policy

e Administrative Control of Funds and Anti-deficiency Act Violations

e Security Cooperation Policy

e Department of Defense Debt Management (DoD_700014 R, 2017, pp. 1-3)
The FMR is a compilation of all federal regulations applicable to the DoD. The FMR provides
detail on specific requirements that federal agencies must meet. The regulations within the FMR
apply to all federal employees as well as all those individuals and business entities dealing with
the federal government (DoD_700014 R, 2017). Volume 1 of the FMR, entitled General
Financial Management Information, Systems, and Requirements is most applicable to this
research project. Volume 1 emphasizes that financial management systems must be integrated,
reliable, available, and comply with accounting principles (DoD_700014 R, 2017). Agencies
within the DoD must take affirmative steps to comply with all applicable requirements of the
FMR, including internal business processes and external business process (DoD_700014 R,
2017). In addition, the requirement to comply with the FMR is applicable to both manual and
automated systems (DoD_700014_R, 2017). The FMR specially requires federal agencies to

comply with the Director of the OMB’s policies (DoD_700014_R, 2017). The FMR is a good
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place to find specific information about nearly any topic concerning the DoD financial
management.

The Office of the Under Secretary of Defense (Comptroller) maintains the FMR online.
The Office of the Under Secretary of Defense (Comptroller) publishes revisions by the month, as
needed. All files, including archived files are searchable. Actively maintaining the FMR
provides continuously updated information for all stakeholders within the DoD. The Office of
the Under Secretary of Defense (Comptroller) welcomes all questions and comments concerning
FMR regulation, which arrive to the website by email (DoD_700014_R, 2017).

Financial Audit Manual. The GAO and the President’s Council on Integrity &
Efficiency first published the Financial Audit Manual (FAM) in 2001 and revised in both 2004
and 2008 to keep pace with increases in technology and auditing standards recommended by the
American Institute of Certified Public Accountants (AICPA) (GAO-08-585G, 2008). The FAM
currently consists of three volumes (GAO-08-585G, 2008). The FAM volume 1 describes
effective methods and guidance to conduct audits of federal agencies and produce financial
statements (GAO-08-585G, 2008). The FAM volume 2 provides effective auditing tools that
auditors and financial managers can use to improve financial management (GAO-08-585G,
2008). The FAM volume 3 provides a variety of steps federal agencies can use for accounting
and reporting (GA0O-08-585G, 2008). The FAM incorporates important requirements and
guidelines from a variety of sources into one manual for use by auditors and financial managers.

The FAM volume one. The FAM volume one provides a methodology for performing a
financial audit, which includes the planning phase, the internal controls phase, the testing phase,
and the reporting phase (GAO-08-585G, 2008). In the planning phase, auditors gather

information about the organization’s financial process cycle, discuss the scope of the audit, list
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the internal controls, and evaluates all the regulations the organization must observe to maintain
compliance (GAO-08-585G, 2008). In the internal controls phase, auditor further examine the
organization’s internal controls more closely to determine if the internal controls are
implemented, and test the internal controls for compliance with financial reporting and
compliance with regulatory guidance (GAO-08-585G, 2008). In the testing phase, auditors
request the key supporting documents, which provide evidence that internal controls are working
(GAO-08-585G, 2008). In the testing phase, auditors normally draw a representative and
random sample the entire population, which auditors use to conduct detailed tests of the internal
controls (GAO-08-585G, 2008). In the reporting phase, auditors document the results of the
audit (GAO-08-585G, 2008). The audit report is a compilation of the auditor’s activities, which
forms the auditor’s opinion of the organization’s financial statement and the auditor’s opinion of
the organization’s compliance with regulations (GAO-08-585G, 2008).

The FAM volume two. The FAM volume two includes many tools and procedures to
assist auditors with conducting financial statement audits for federal organizations (GAO-08-
586G, 2008). Much of an auditor’s work builds upon the work of other auditors, who have
performed similar audits (GAO-08-586G, 2008). In addition, the auditors have wide latitude and
discretion in what areas to focus on and which tools or procedures to use, which makes the FAM
volume two useful in planning and executing the audit (GAO-08-586G, 2008). The FAM
volume two contains many agreed upon procedures, standardized written documentation,
business letter templates, and reporting templates, which auditors use to perform and document
audits (GA0-08-586G, 2008). Essentially, the FAM volume two contains a wealth of
standardized information consisting of reusable documents and charts to help auditors

standardize the audit work (GAO-08-586G, 2008).
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The FAM volume three. The FAM volume three provides an abundance of detailed
checkilists for auditor to use when auditing federal organizations. The FAM volume three
contains two categories of checklists, which are the checklist for federal accounting and the
checklist for federal reporting. The two checklists help auditors use an organized and systematic
approach to testing and reporting. In addition, the two checklists provide excellent
documentation. While the two checklists are thorough, there are no requirements for auditors or
organizations to use either of the checklists. Auditors are free to develop their own checklists.
In fact, auditors are free to test any aspect of the organization’s business processes and financial
management processes. In addition, classified material is auditable, so long as auditors working
with classified material have the appropriate government clearances in place and follow all
procedures for handling classified material (GAO-07-1173G, 2007).

Federal Information Security Management Act. The Federal Information Security
Management Act became law in 2002 (NIST, 2017). According to the Federal Information
Security Management Act, all federal agencies must implement information security programs
across each agency to support military, civilian, and contractors charged with operating federal
information systems (NIST, 2017). When combined with the Paperwork Reduction Act of 1995
and the Information Technology Management Reform Act of 1996, the legislator’s message
regarding the protection of federally managed information becomes increasing clear (NIST,
2017).

The Office of Budget and Management. Among other requirements, the FMR requires
financial management systems to comply “...with such policies and requirements as may be
prescribed by the Director of the Office of Budget and Management” (OMB) (DoD_700014_R,

2017, pp. 4, Volume 1). The OMB publishes and updates Memorandums and Circulars to keep
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federal agencies informed of new and existing requirements, which pertain to federal information
systems. In July of 2016, the OMB updated OMB Circular A-130 — Managing Information as a
Strategic Resource to keep federal officials abreast of information security risks and other
vulnerabilities present (OMB A-130, 2016). In 2014, the Federal Information Security
Management Act became the Federal Information Security Modernization Act, which required
the OMB to update and strengthen OMB Circular A-130 to reflect technological advances
(NIST, 2017). The updates to OMB Circular A-130 place more responsibility for security and
privacy on federal agencies (NIST, 2017). For example, the updates to OMB Circular A-130
encourage the sharing of non-classified government information with the public in an open
fashion, while providing increased safeguarding of individual privacy and the private
information the government collects (OMB A-130, 2016). The OMB Circular A-130 is a
subsequent document to OMB Circular A-123 (OMB Circular A-123, 2004). The OMB dictates
the information security standards that federal agencies must meet in order to protect entrusted
information, which federal legislation requires.

Federal Information System Controls Audit Manual. The FISCAM is an all-inclusive
manual for federal information systems and the controls supporting the integrity of data
contained within the federal information systems (GAO_092-32G, 2009). Many of the controls
published in the FISCAM are from the NIST Special Publication 800-53, which is all about
information system controls. Chapter three of the FISCAM contains many of the cybersecurity
controls and chapter four of the FISCAM contains the business process controls. The FISCAM
methodology includes planning, testing, and reporting (GAO_092-32G, 2009).

FISCAM chapter three. Chapter three of the FISCAM contains information system

controls around cybersecurity domains, such as security management, access controls,
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configuration management, contingency planning, and segregation of duties. Security
management covers controls to ensure users receive periodic security awareness training.
Access controls ensure there is an appropriate level of restriction regarding physical and logical
access to network hardware and software resources. Configuration management ensures that
changes to systems receive proper authorization and documentation. Contingency planning
ensures that information system resources are secure, that organizations can continue critical
operations, and that organizations can reconstitute all operations efficiently. Segregation of
duties ensures that incompatible duties do not exist between users, or that sufficient monitoring
is in effect whenever a business need requires users to have incompatible duties. It is not by
coincidence that auditors tend to focus on the above listed cybersecurity domains (GAO_092-
32G, 2009).

FISCAM chapter four. Chapter four of the FISCAM focuses on business process
controls, such as completeness, accuracy, validity, confidentiality, and availability.
Completeness ensures that the information system processes all transactions only once and that
the output is correct. Accuracy ensures that all transactions are correct, timely, and produce
reliable output. Validity ensures that the transactions are authentic, receive proper authorization,
and that the output is correct. Confidentiality ensures unauthorized access does not occur and
there is protection in place for all output. Availability ensures that users are able to access all
pertinent data when necessary (GAO_092-32G, 2009).

The planning phase. The planning phase is where auditors begin the audit. Since each
organization is different, auditors must spend time planning their way forward. The goal is to
acquire an understanding of the reporting entity, the service organizations, the relevant laws and

regulations, the systems and networks, the risks, the critical control points, and other areas that
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spark the auditor’s interest. Auditors accomplish these objectives by conducting research,
reading previous audit reports, asking the organization for documents, and by interviewing some
of the organization’s employees. Under audit conditions, the auditors have wide discretion to
probe any part of the organization (GAO_092-32G, 2009).

The testing phase. The testing phase is where auditors ask for key supporting
documents, which support that a cybersecurity control or a business process control is operating
effectively. For example, a timesheet is a key supporting document, which supports the fact that
an employee worked at a specific time and on a specific date. Simply providing the timesheet
passes one of the tests in the testing phase. However, the existence of the timesheet does not
indicate that the total hours are correct. Auditor’s conduct many additional test on key
supporting documents (GAO_092-32G, 2009). In the timesheet example, the employee must
attest to the total hours prior to the supervisor certifying the total hours, which is the passing
criteria in the testing phase. In addition, if the timesheet contains leave or overtime, the
reporting entity must provide a key supporting document for each instance, along with the
attestation by the employee and the prior approval by the supervisor (GAO_092-32G, 2009).
The above actions of the employee and the supervisor represent the necessary segregation of
duties for time and attendance (GAO_092-32G, 2009). In other words, employees cannot certify
their own time and attendance. As presented in this example, the testing phase can soon become
very detailed for auditors. In addition, the testing phase can be cumbersome for organizations
that are missing key supporting documents. This example demonstrates the type of detail
necessary for auditors to determine whether the controls are operating effectively or if potential

vulnerabilities exist (GAO_092-32G, 2009).
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The reporting phase. The reporting phase of the audit is when auditors provide the
organization with feedback on the testing phase (GAO_092-32G, 2009). Auditors will use the
testing results to evaluate and support any findings (GAO_092-32G, 2009). If controls are
operating effectively and risk to the organization is minimal, the auditor’s opinion is likely to be
favorable. If the auditor’s report on findings, the organization will need to design and execute
corrective action plans. Auditors will evaluate the effectiveness of the controls and conclude all
reporting requirements (GAO_092-32G, 2009).

The FISCAM auditors are well versed in the FISCAM methodology and FISCAM
controls. The FISCAM controls include internal business controls and cybersecurity controls
(GAO_092-32G, 2009). The FISCAM auditors are able to help agencies implement the
FISCAM methodology throughout the agency by discovering financial process deficiencies and
issuing CAPs. Agencies can avoid findings from a full financial audit by using the FISCAM
methodology to discover and correct financial process deficiencies early. In addition to
improving the overall financial process, agencies can avoid spending dollars in the future to
correct deficiencies. The cost to correct financial deficiencies may grow much higher as the
financial deficiencies age because many other systems will receive and process the incorrect
data, which will likely need manual correction.

Independent public accountant. The Independent public accountant (IPA) is a more
inclusive term because it includes certified public accountants and independent public
accountants licensed prior to December 31, 1970 (Stowe, 1995). The use of IPAs is a complex
process that requires a technical understanding of federal regulations by those responsible for
contracting with IPAs on behalf of the federal government (Stowe, 1995). There is no pre-

defined format for an IPA audit. In fact, an IPA may request to see any part of the workflow
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process, speak to any member of the organization, or examine any document prior to rendering
an opinion on the status of an organization’s financial statements. Thus, each financial auditor
can take a different approach to the examination depending upon the systems, processes, and
controls present, as well as the discretion of the individual IPA. In addition to auditing internal
controls and business processes, the IPA must audit system controls and cybersecurity controls
(Whitehouse, 2015). The Chief Financial Officers Act of 1990 requires that the DoDIG or an
independent auditor conduct all federal audits (United States Congress, 1990; FIAR, 2017).

Fighting the audit process is unproductive because the audit process is a tool that
organization’s use to help identify root problems and implement correction plans. According to
the Department of Homeland Security, it is effective to use risk assessment and testing to find
unknown problems, identify the root cause of the problems, implement CAPs, and test the
effectiveness of the CAPs. The commitment of organizational leadership is a necessity.
Leadership commitment sets the tone for the organization and keeps employees focused on the
problem in a collaborative way. Achieving auditability goals is tedious work that requires
changes in business processes, which depends on the dedication all personnel within the
organization (Norquist, Sherry, Bedker, & Janssen, 2014).
Legacy IT Systems

Some legacy systems are over 30 years old and still processing data (Deloitte, 2013b).
When legacy systems first became operational, cybersecurity was not a huge concern. Since that
time, there have been many attacks on information systems and many of those attacks have been
fruitful for the attackers. In April of 2015, cyber professionals at The United States Office of
Personnel Management became aware that an advance persistent attack had been present on the

United States Office of Personnel Management’s information system for nearly a year (Koerner,
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2016). The United State Office of Personnel Management typically deals with approximately 10
million attacks per month, though many attacks are routine throughout many other information
systems (Koerner, 2016). General IT controls that were sufficient to mitigate risk when legacy
systems were developed are no longer adequate. For example, an eight-character password was
an acceptable IT control 25 years ago, but eight-characters is no longer of sufficient length to
protect one’s user credentials (Deloitte, 2013a). It would take nearly a year for a fast computer
to break an eight-character password containing a number and symbol, but human behavior and
technological advances combine to make the eight-character password ineffective (Deloitte,
2013a). Humans are unable to retain more than seven numbers in short-term memory, so
humans typically select easy to remember passwords, which are easier to break (Deloitte, 2013a).
The inability to protect user credentials adequately poses a serious risk to the organization’s
financial statement (Deloitte, 2013a). Today, cybersecurity is of great concern and financial
auditability relies on effective cybersecurity controls (Bell, 2014).

The DoD’s financial management first made the high-risk series in 1995. In February of
2017, the GAO published a high-risk series update to the GAO’s 2015 report. The update on the
DoD’s financial management since the 2015 report has positive and negative points. According
to the GAO report, the DOD and Congress cannot make proper decisions concerning DoD
operations without reliable financial information. The GAO report cites continued internal
control issues as a cause affecting operational efficiencies and effectiveness. In addition, the
GAO reports that reliance on legacy systems will continue to be an obstacle in the DoD’s effort
to obtain a clean auditor’s opinion on the DoD’s financial statements because of the non-
standardized data that legacy systems produce. According to the GAO report, other obstacles to

a clean or unmodified DoD audit are a “...decentralized environment, cultural resistance to
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change, lack of skilled financial management staff, lack of effective processes, systems, and
controls, incomplete corrective action plans (CAPSs), and ineffective monitoring and reporting”
(GAO_17 317, 2017, p. 280). In addition to legacy systems, there are many other legacy factors
and legacy processes to consider when making efforts to improve the DoD’s financial
management and auditing readiness (GAO_17 317, 2017).

The DoD cannot simply replace all legacy systems because some legacy systems provide
functionality not available in systems that are more modern (Peled, 2016). In 1995, the DoD
decided to replace the Defense Civilian Personnel Data System (DCPDS) because DCPDS was
costly, difficult to use, and DCPDS was outdated (Peled, 2016). What the DoD failed to realize
was that highly customized routines were built into DCPDS, but after spending $300 million
taxpayer dollars on a replacement, the DoD decided not to replace DCPDS and DCPDS is still in
use today (Peled, 2016). This example shows why it is necessary to do a cost analysis on all
factors relating to legacy systems and to prioritize the replacement of legacy systems. The high
cost of adding a tremendous amount of specialized functionality to a commercial off the shelf IT
system is often overwhelming from a time, a labor, and a financial perspective. It is important to
consider the DCPDS example along with the memo issued by the Secretary of the United States
Army in 2016, which requires the divesting of legacy information technology no longer required
(DSecretary of the Army, 2016).

The DoD is not the only large government agency to have trouble managing investments
in new technology, while maintaining and supporting legacy IT systems. For example, the
Social Security Administration relies on hundreds of Common Business Oriented Language
legacy applications written over 40 years ago. These Common Business Oriented Language

legacy applications total approximately 60 million lines of code. Finding personnel to maintain
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these Common Business Oriented Language legacy applications is becoming increasingly
difficult, due to separation and retirement. Many younger developers have never written a single
line of Common Business Oriented Language code. In addition, the risks of replacing all the
Common Business Oriented Language legacy applications are greater than the benefits. Since
replacement is not always the best option from a risk standpoint, ensuring the necessary strong
internal business controls and cybersecurity controls remain in place is a requirement
(GAO_14_308, 2014).

Decentralized environment. A decentralized environment has legacy attributes in
today’s enterprise resource planning efforts. An example of a decentralized environment is each
agency within the DoD being responsible to interpret FIAR guidance independently and to take
action to correct audit findings (GAO_17_317, 2017). The GAO acknowledges there is some
progress within the DoD in correcting audit findings, but attributes the absence of significant
progress to the DoD’s decentralized environment (GAO_17_317, 2017). A decentralized
environment can lead to duplicative work and unnecessary expense (GAO_17 317, 2017). For
example, there is a cybersecurity requirement under the security management domain, which
requires each user to complete security awareness training at least annually. In a decentralized
environment, each organization must spend time and resources satisfying this requirement for
each of its information system users. In a centralized environment, the human resources
department can ensure each employee that comes aboard completes security awareness training
as part of the onboarding process. In addition, the human resources department can direct all
employees to take security awareness training within a specific period each calendar year as a
condition for continued employment. Most new employees will be out of cycle and take the

security awareness training twice within the first year, but that does not violate the security
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management requirement. The benefit is that each employee will always meet the security
management requirement irrespective of how many systems the employee accesses. While the
system information owners will still need to monitor this requirement, violations to the security
management requirement should be very few. This type of centralized approach ensures all DoD
employees are meeting requirements, while the DoD resources are not wasted.

Many legacy systems are products of a decentralized environment as managers make
efforts to resolve financial management system needs independently. While it may be tempting
to continue using legacy systems instead of replacing legacy systems, there are many factors to
consider. In fact, the DoD often spends many more dollars maintaining legacy systems than
anticipated (Eiband, Eveleigh, Holzer, & Sarkani, 2013). In order to make to correct decisions,
management must evaluate each legacy system independently. There is a framework to assist
management in making the correct decision about a particular legacy system (Eiband et al,
2013). The three main factors to consider when evaluating legacy systems are the available
documentation, the available subject matter experts, and the feasibility of integrating the legacy
IT systems with other necessary IT systems (Eiband et al, 2013). The GAO reported a $7.3
billion in less spending on development and modernization since 2010, while there has been an
increase in operation and maintenance of legacy systems (Powner, 2016). Spending more on
legacy systems and less on modernization is not sustainable over the long term.

Cultural resistance to change. Cultural resistance to change contributes to legacy
business process instead of ushering in needed changes. There is an important relationship
between the organizational climate and the leadership style, which effects employee’s emotions.
More importantly, studies have found that the employee’s emotions affect the employee’s

willingness to accept change. When organizational climate and leadership style is out of
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alignment, the result is poor employee performance. When employees perform poorly, the
agencies must spend more dollars to achieve the agency’s objective. Keeping organizational
climate and leadership style in alignment can help keep costs from increasing (Haakonsson,
Burton, Obel, & Lauridsen, 2008).

Organizational change requires leadership support from the top of the agency, but there
are factors that cause employees to resist change, even when change is necessary. On such factor
is self-interest. When employees find benefit for themselves in the required change, they are
much more likely to tolerate the change. The psychological factor is the employee’s perception
of how the change affects job security and other related employee concerns. Another factor is
the employee’s preconception of the loss of control of organizational resources or workflow
procedures. There are many factors relating to the employee’s perception of the change, which
has a significant impact on the employee’s willingness to accept the change (Trader-Leigh,
2002).

Lack of skilled financial management staff. The lack of skilled financial management
staff is a concern within the federal government (Lunney, 2016). Acquisitions within the federal
government have increased as much as seventy-five percent from 2000 to 2005 (Kathuria, 2009).
During the same period, the workforce handling acquisition for the federal government has not
increased (Kathuria, 2009). As experienced acquisition professionals retire from government
service, the employees left behind lack the needed experience to meet increasing job
expectations (Kathuria, 2009). Without a sufficient acquisition workforce, the federal
government must rely on contractors to fill the gap (Kathuria, 2009). However, the loss of an
experienced workforce and the reliance on contractors leaves the government more susceptible to

fraud and unscrupulous contractors, who could take advantage of the situation (Kathuria, 2009).
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An important consideration when awarding government contracts is the selection of contractors
and contracting companies, who operate ethically as part of their business model or founding
principles. In an annual survey of chief financial officers for the Association of Government
Accountant’s in 2008, reported the highest risk was the governments “...inability to employ the
proper amounts of workers and the leaders in financial management not really being on the same
page as managers” (Armul, 2009, p. 10). From the standpoint of fraud, waste, and abuse, the
loss of experienced personnel can be catastrophic.

Lack of effective processes, systems, and controls. The lack of effective processes,
systems, and controls combine to create huge vulnerabilities from a data integrity, auditing, and
reporting perspective (GAO_17 317, 2017). The DoD is operating a financial accounting
system that cannot provide the data needed to produce useful reports (Armul, 2009). Information
systems that are no longer useful are the definition of legacy systems (DSecretary of the Army,
2016). There are faulty accounting codes and processing differences between a variety of data
processing systems, which contribute to difficulties in sharing information with partners and
stakeholders (Armul, 2009). In some cases, obtaining an unmodified auditor’s opinion cannot
occur without upgrading the DoD’s financial accounting system (Armul, 2009). After an audit
of the Department of Homeland Security, KPMG LLC auditors reported that “...long standing
procedural, control, personnel, and cultural issues...” are preventing an auditable financial
management process (Armul, 2009, p. 8). Reforming the financial management process is a
necessity, but an unqualified audit opinion is still years into the future for the DoD (Armul,
2009). Effective processes, systems, and controls are all required before an organization can

produce a useful and auditable financial statement.
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Incomplete corrective action plans (CAPs). The IPAs issued over 700 notice of
findings and recommendations to the DoD after the 2015 full audit (GAO_17_85, 2017). This is
not good news for the DoD because the GAO report indicates that after 25 years of attempting to
comply with the Chief Financial Officers Act of 1990, the DoD is still years away from
achieving a clean audit opinion. In addition to finding the DoD incapable of producing auditable
financial statements, the GAO finds the DoD’s decision-making ability, with respect to its
mission and operations, adversely effected. Each time an IPA issues a notice of findings and
recommendations, the receiving entity must address the notice of findings and recommendations
with a complete CAP, implement the CAP, test the design of the CAP, test the effectiveness of
the CAP, and then close the CAP under the oversight of the FIAR Office (FIAR, 2017). The
process to respond to a single notice of findings and recommendations results in a large amount
of work and a significant amount of time. There can be additional difficulties responding to
notice of findings and recommendations. For example, even a well-documented CAP may be
ineffective if the CAP does not address the notice of findings and recommendations correctly,
which means there will need to be a rework of the entire process. In addition, the reporting
entity must track the status of a CAP throughout the process. The GAO found that the U.S.
Army, United States Navy, and United States Air Force have experienced difficulty in tracking
CAPs, which has resulted in lost or incomplete CAPs (GAO_17_85, 2017). It is important to
take the time to study the notice of findings and recommendations and write a CAP that will
correct the deficiency from the onset of the process.

The Newport News Standard. In August of 2012, the Defense Contract Audit Agency
provided guidance seeking more access to contractor’s internal work products and audits.

However, this new guidance was in opposition to the long-standing precedence from the Fourth
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Circuit of the United States Court of Appeals in Richmond, which already decided that internal
contractor documents were out of the Defense Contract Audit Agency’s scope. The Newport
News standard is the result of the case brought by the United States against the Newport News
Shipbuilding & Dry Dock Company. The Newport News standard limits government access to
contractor’s internal documents (Napoleon et al, 2013).

Ineffective monitoring and reporting. The Defense Contract Audit Agency has the
responsibility to oversee DoD contracts and to make sure the DoD spends its contracting dollars
wisely. With a 70 percent increase in government spending from 2003 to 2013, ensuring
government contracting dollars are not wasted is an important safeguard. The Newport News
standard is the result of legal decisions, which prevent the government from exercising
unfettered access to contractor’s internal audit documents. Still, the GAQ is pushing for more
access to contractor’s audit documents improve efficiency and to better monitor internal controls.
The GAO report creates incentive for the Defense Contract Audit Agency to reach further into
the contractor’s internal process, which could lead to unintended consequences. Contractors
could cut back or even do away with their internal auditing processes to prevent overreach by the
Defense Contract Audit Agency. Instead of increasing audit efficiency and monitoring, this kind
of government overreach could have the opposite effect (Napoleon & Henry, 2013).

In addition, the GAO found monitoring and the use of FIAR guidance to test and fix
deficiencies in internal business controls to be necessary for the DoD to become auditable
(GAO_17 317, 2017). For example, FIAR guidance defined seven deficiencies within the DoD
as the inability “...to:

(1) Produce a universe of transactions

(2) Reconcile its Fund Balance with Treasury (FBWT) (i.e., balance its checkbook)
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(3) Provide supporting documentation for material adjustments to its financial records

(4) Validate the existence, completeness, and rights of its assets

(5) Establish an auditable process for estimating and recording its environmental and
disposal liabilities

(7) Implement critical information technology controls for its financial systems.
(GAO 17 317, 2017, p. 285)
The above requirements are necessary to achieve auditability. The inability to balance the
DOD’s checkbook is the opposite of auditable. In addition, the lack of supporting
documentation for transactions means the need for the disbursements are not verifiable and that
an unsupported journal voucher may be necessary.
Financial Risk Mitigation

The Office of Management and Budget Circular A-123 describes management’s
responsibility to implement effective internal controls (Lippuner, 2014). Effective internal
controls are those management activities that mitigate those operational weaknesses, which are
adverse to the organization’s mission (OMB Circular A-123, 2004). Management is responsible
for the use of tools to help, policies, and procedures to mitigate potential vulnerabilities and risks
to the organization (OMB A-130, 2016). Internal business controls are a necessity when it
comes to financial risk mitigation. With today’s advances in technology, cybersecurity controls
are merely a subset of all internal business controls (GAO_092-32G, 2009). For example, the
importance of keeping user credentials private cannot be understated. However, one’s user
credentials are among the cybersecurity controls, which did not exist prior to the advent of
computer systems. In addition, the procedures to issue and track user credential are internal

business controls located in the user entities standard operating procedure.
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Internal business controls and cybersecurity controls have increasingly blended as
technology advances. The user entity’s financial statement is at risk when business and
cybersecurity controls are not operating effectively. Although federal regulation, federal
guidance, and logic dictate the importance of internal business controls, many financial managers
view federal guidance on internal business controls as just a compliance requirement or
unnecessary work rather than an important job function (Lippuner, 2014). One must take a
larger view across the entire agency to accomplish financial risk mitigation across the entire
agency (Lippuner, 2014). A larger view includes a thorough examination of the user entity’s risk
management framework, FIAR, internal business process interfaces, system interfaces, and the
internal controls in place at the user entity level and each subsequent processing level.

Risk management framework. The purpose of risk management framework is to
provide guidelines for a more dynamic approach to protecting federal information systems in
today’s more sophisticated and more vulnerable environment. The basis for risk management is
the NIST Special Publications and the Federal Information Processing Standard. NIST issues
Special Publications, which the federal information processing standards require agencies to
follow. The goal of risk management framework is to secure federal information systems against
reasonable or anticipated risks. The federal risk management framework includes six steps,
which are categorize, select, implement, assess, authorize, and monitor (Joint Task Force
Transformation Initiative, 2016a).

Categorize. Categorizing the information system includes all the data contained within
the information system and all the data transmitted by the information system. The responsible
party to categorize the system is the system Information Owner. There are many supporting

roles, such as the Chief Information Officer, the Senior Information Security Officer, the
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Information Security Officer, and the Risk Executive. Categorization considers the impact on
the organization from potential adverse vulnerabilities, which could affect the organization. The
categorize step provides a detailed description of all software, hardware, and network
architecture. The categorize step must be consistent with the organization’s risk management
strategy (Joint Task Force Transformation Initiative, 2016a).

Select. Selection is the process of identifying the standard or baseline security controls
that are in place at the organization (Joint Task Force Transformation Initiative, 2016a). The
primary responsibility falls on the Chief Information Officer, Senior Information Security
Officer, or Information Security Architect (Joint Task Force Transformation Initiative, 2016a).
Security controls could be physical controls or logical controls (Joint Task Force Transformation
Initiative, 2016a). In addition, documentation of the security controls is necessary (Joint Task
Force Transformation Initiative, 2016a). An example of a physical control is the smart card
needed to unlock the electronic door lock mechanism to access a computer terminal. An
example of a logical control is the two-factor authentication process necessary to access the
application. In some cases, the same smart card could be part of a physical control and part of a
logical control. Each organization will have many security controls and it is necessary to
monitor the security controls continuously (Joint Task Force Transformation Initiative, 2016a).
The standard or baseline security controls require system specific security controls for each
active information system (Joint Task Force Transformation Initiative, 2016a).

Implement. Implementation of security controls are the responsibility of the Information
Owner and supported by the Information Security Engineer. The goal of the implement step is to
examine each of the identified controls and ensure that the identified controls are appropriately

addressing weaknesses. In addition, the implement step will include all the documentation for
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the security controls and the implementation of the security controls. The security controls must
meet minimum information assurance requirements to support the organization’s mission (Joint
Task Force Transformation Initiative, 2016a).

Assess. The primary responsibility for the assessment step in the risk management
framework is the Security Control Assessor. The assess step is where the Security Control
Assessor provides a complete plan to assess each security control within the information system.
In addition, the Security Control Assessor provides a report, which includes findings and
recommendations. The organization must take remedial action on all findings provided by the
Security Control Assessor and update the security plan appropriately (Joint Task Force
Transformation Initiative, 2016a).

Authorize. The primary responsibility for the authorize step belongs to the Information
Owner. The Information Owner will put the security authorization package together to submit to
the organization’s authorizing official. The report should include all risks to the organization,
such as the mission, the organizational functions, and the organization’s reputation. The
authorizing official for the organization will review the report and determine if the risk to the
organization is at an acceptable level. If the organizational risk is acceptable, the plan receives
authorization from the authorizing official (Joint Task Force Transformation Initiative, 2016a).

Monitor. The Information Owner has responsibility for the monitor step in the risk
management framework. The Information Owner must determine the impact of any proposed
changes to the information system before implementation. The Information Owner must develop
a monitoring strategy for the security controls that are most critical to the security of the
information system. The Information Owner will provide feedback and update the security plan

based upon continual monitoring of the security controls. The Information Owner will provide
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feedback on the effectiveness of the security controls based upon the monitoring activities. In
addition, continual monitoring will alert the Information Owner to any significant changes in the
organization’s security posture (Joint Task Force Transformation Initiative, 2016a).

Each security control is identified by categories, such as access controls, security
awareness, audit and accountability, risk assessment, physical and environmental protection,
contingency planning, configuration management, and many others (SP_800 53, 2015). In
addition, there is a prioritization of each control into risk classifications of low, medium, and
high (SP_800_53, 2015). The risk management framework consists of a continual life cycle and
the risk management framework is the basis for many public and private organizational security
risk management programs. For example, the US Navy defines NIST SP 800-53 as an overlay
between financial audit and cybersecurity (Tann & Chae, 2016). According to the Navy, entities
can manage and implement financial controls and cybersecurity controls at the same time and
cover all the requirements for both financial audit and cybersecurity (Tann et al, 2016). There
appears to be a blending of internal business controls and cybersecurity controls that
organizations can use to the organization’s advantage in streamlining and cost savings (Tann et
al, 2016).

Financial Improvement and Audit Readiness. The FMR now requires federal agency
to take steps to achieve audit readiness (DoD_700014 R, 2017). The Financial Management and
Improvement (FIAR) team is an organization that provides the United States Department of
Defense (DoD) with the continued guidance necessary to achieve audit readiness (FIAR, 2017).
The FIAR team defined audit readiness as “...having the capabilities in place to allow an auditor
to scope and perform a full financial statement audit that results in actionable feedback” (FIAR,

2017, p. 1). The FIAR team identified financial reporting objectives from the Financial Audit
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Manual published by the GAO (FIAR, 2017). Using financial reporting objectives from the
Financial Audit Manual helps government organizations identify significant risks, which are part
of a financial audit (FIAR, 2017). Organizations achieve financial reporting objectives through
the organization’s internal controls, cybersecurity controls, and the organization’s ability to
produce key supporting documents (KSDs) (FIAR, 2017).

An example of a cybersecurity control in the access control domain is an access request
form used to provision system access because it includes the request, the authorization, and the
user privileges. In addition, the access request form is also part of business internal controls,
which collaborate with other controls to ensure necessary business operations (Atoum, Otoom, &
Abu Ali, 2014). When an employee initiates and routes a form requesting access to a system, the
actual completed access request form is the KSD. A form is complete when specific required
fields are supplied, such a name, date, purpose, system name, access level, authorization, and
subsequent approvals. In addition, this is an example of the type of detail needed to establish
audit readiness (DoD_700014 R, 2017; FIAR, 2017). Other examples of KSDs are completed
forms, such as security awareness certificates, leave request forms, overtime request forms, heath
benefits forms, life insurance forms, timecards, and many other completed forms. The point is
that when an auditor requests a KSD, the organization must be able to produce the KSD in a
timely manner (FIAR, 2017). A second requirement is that the KSD produced by the
organization must be complete and must contain specific criteria, which demonstrates to the
auditor that the internal control or cybersecurity control is operating effectively (FIAR, 2017).

Internal business process controls interfaces. Internal business process controls are
tasks that entity’s embed into the business processes and not part of entity level controls (FIAR,

2017). Most of internal business controls are manual processes, which are controls that
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employees perform as opposed to automated controls (FIAR, 2017). For example, a paper
process inventory is a manual process control and an internal business process control (FIAR,
2017). Each internal business process control must interface correctly with an automated
system. If the interface is not operating correctly because of control weaknesses, then some
necessary information can be lost, which could result in the need for an unsupported JV to
balance financial records (DoDIG D_2008_084, 2008).

System interfaces. System interfaces are where the communication and interactions
between systems and between humans occur (Fosse & Delp, n.d.). There are many interfaces to
consider and the interface can be exclusively between systems or the interface can be between a
system and a human. For example, the icon menu screen on a smart phone is an interface
between a system and a human. Unless there is a latency issue, users are not generally aware of
when system interfaces occur, such as when a user connects to a web site. Latency is the route
miles a packet must travel between connections, which is noticeable to the user when there is
heavy network congestion or some other factor causing the poor network performance (Gottlieb,
2012). These system interfaces happen with no technical knowledge of the user and no technical
control by the user. When processing data, each system must have controls around the input,
controls around the processing, and controls around the output (FIAR, 2017). To ensure the data
processes correctly, the output data must reconcile against the input data (FIAR, 2017).
Controls

There are many controls needed to operate an organization efficiently (FIAR, 2017). To
understand the need for controls, one can consider a process with missing controls. For example,
payroll processing with no input controls will simply create a disbursement equal to the total

number of hours times the configured rate of pay. If either the total number of hours or the rate
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of pay is incorrect, the disbursement and the organization’s financial statement will be incorrect.
Even if the total hours are correct and the rate of pay is correct, but the payroll processing system
is not processing correctly, the disbursement will still be incorrect. To prevent incorrect
disbursements, organizations typically institute many internal business controls, processing
controls, interface controls, cybersecurity controls, and other controls. An example of an internal
business control is the requirement for the supervisor to review and certify the timecard. An
example of a processing control is to ensure the amount of the disbursement does not exceed the
mandatory maximum amount of pay. An example of an interface control is the service provider
ensuring that someone from the reporting entity with the authority to certify timecards has
certified the timecard before submitting the timecard for processing. An example of a
cybersecurity control is an access control in place to ensure non-repudiation by the supervisor
certifying the timecard.

Some of the other types of controls are written procedures organizations document in the
standard operating procedure (FIAR, 2017). When service providers external to the organization
perform some of the organization’s business processes, there are additional controls that are
necessary (FIAR, 2017). For example, there are service organization controls, complimentary
subservice organization controls, and complimentary user entity controls (FIAR, 2017). Each
organization the touches the data must at least be aware of the above named controls (FIAR,
2017).

Standard operating procedure. Each organization must have a standard operating
procedure in place. A standard operating procedure (SOP) is documentation, which represents a
control and spells out the organization’s policies and procedures, to ensure that all personnel

follow the same procedures (Roberts, 2013). For example, segregation of duties, physical
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security, information system access, and other procedures to prevent fraud are available in the
SOP documentation (Roberts, 2013). Standard operating procedures are an important part of
every organization because they provide standardization in both manual and automated processes
(Roberts, 2013). In addition, an authorized and signed SOP is an audit requirement (FIAR,
2017).

An example of a standardized procedure is the procedure for IT system access. Every
organization that uses an information system provides personnel with access to the IT system
through some procedure. To standardize the procedure, an SOP would provide all the detailed
procedures the organization follows to provide user access to the information system, maintain
user access to the information system, and remove user access from the information system
(GAO_092-32G, 2009). Without an SOP, the criteria to obtain, maintain, and remove user
access may vary significantly (Office of Environmental Information, 2007). Some users may
have access to areas of the system that violate segregation of duties (GAO_092-32G, 2009).
Other users may have left the organization years prior, but continue to have access to the system
(GAO_092-32G, 2009). Even worse, users that have left the organization may no longer be
logging to the account and the organization may not be monitoring activity on the user account
(GAO_092-32G, 2009). Failing to remove and monitor user accounts leaves the information
system susceptible to attack by insiders or outsiders (GAO_092-32G, 2009).

Outsourcing. Outsourcing is contracting between an organization and an outside service
provider to perform some processing services previously done in-house (Eliot, 1994; Pine,
2017). The outsourcing agreement is usually in the form of a service level agreement, which is a
document explaining the understanding between an organization and a service provider (Hale,

Grimaila, Mills, Haas, & Maynard, 2010). After reaching an agreement, each organization’s
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leadership signs the proposed service level agreement. The service level agreement is a control
between two organizations that provides all the specifics about the services that will be
outsourced (Pine, 2017). A service level agreement does not relieve the reporting entity from
financial reporting responsibility, though it may lessen the financial risk (Ren, Busch,, U.S.A.F.,
& Prebble, 2010).

The benefits to outsourcing. There are sound reasons to employ this strategy, such as
improving efficiency and increasing profit (Pine, 2017). Outsourcing legacy processing or
current in-house processing can free up internal staff to tackle the development of newer and
more efficient IT systems (Eliot, 1994). Outsourcing high cost processing to a less expensive
and more efficient solution can free up organizational funding for other organizational business
needs (Eliot, 1994). Outsourcing provides the flexibility needed when existing staff is unable to
adapt to technological advances (Eliot, 1994).

The risks to outsourcing. There are risks associated with outsourcing, such as the loss
of control over critical business processing (Eliot, 1994). Whether outsourcing legacy
information systems or more useful information systems, the increased vulnerability can have a
demoralizing effect on both IT staff and management (Eliot, 1994). For example, IT staff may
have difficultly turning the control of organizational data over to an outside vendor, especially
when the organization is ultimately responsible for the handling of the data (Eliot, 1994). IT
staff may feel less appreciated and decide to leave the organization because of outsourcing
(Eliot, 1994). In another example, an outside vendor could decide to outsource some of the work
to a third party (FIAR, 2017). In addition, there must be interfaces between each organization
and the creation of more interfaces inherently creates more risks (FIAR, 2017). To ensure the

reliability of the data, each involved entity must consider cybersecurity when designing and
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implementing interface controls (GAO_092-32G, 2009). Having a service level agreement in
place is a necessary control, but a service level agreement alone cannot eliminate all the risks
associated with outsourcing (Pine, 2017).

The supply chain risk. Consideration of the supply chain risk must be part of every
outsource strategy. Providing other entities with critical or sensitive information even for the
purposes of data processing introduces new risk. At the DoD, this responsibility falls on the
Chief Information Officer for Risk Management Activities, who must consider supply chain risk
with respect to the DoD’s IT systems. The DoD relies heavily on commercial systems that are
part of a global supply chain. These commercial systems include hardware and software and
pose additional risk to the DoD information systems (House of Representatives, 2017).

Internal controls and Service organization controls. The Statement on Standards for
Attestation Engagements Number 16 (SSAE 16) report is a report about the internal controls of a
service organization (SSAE 16, 2015). The SSAE 16 report is the interface between the DoD
and several data processing systems, which are DoD service organizations (SSAE 16, 2015).
The value of the SSAE 16 report is the standardization the SSAE 16 provides. DoD financial
managers and auditors only need to consult one document to obtain a complete understanding of
the standardized controls the service organization expects each reporting entity to implement. A
fair analogy is a Java compiler, which produces bytecode that can interface with several different
computing platforms, after passing through the Java Virtual Machine. The SSAE 16 is the basis
for the service organization controls (SOC 1) report and auditors may either test the controls
themselves or obtain a SOC 1 report opinion (SSAE 16, 2015). The SOC 1 reports “...are
specifically intended to meet the needs of entities that use service organizations (user entities)

and the CPAs that audit the user entities’” financial statements (user auditors), in evaluating the
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effect of the controls at the service organization on the user entities’ financial statements” (SOC
1, 2017, p. 1). Obtaining the SOC 1 opinion is the preferred method because it reducing
duplicative testing (SSAE 16, 2015).

The reporting entity maintains responsibility of its financial statement regardless of
which organizations process the data or any portion of the data (DoD_700014 R, 2017; FIAR,
2017). For example, the reporting entity may choose to process all of the data or may outsource
some of the data processing to a service organization (FIAR, 2017). In fact, a service
organization may choose to outsource a portion of the reporting entity’s data processing to a
third organization, which is a subservice organization (FIAR, 2017). The reporting entity
maintains some control over the processing through various service level agreements. It is
important to consider that there are input control points, processing control points, and output
control points with each system that touches the data, whether the system is a manual process or
an automated process (FIAR, 2017). Input control points are the part of the system where data
enters, such as a data input screen or a data input file (FIAR, 2017). Processing control points
are all the system-processing controls that ensure the integrity of the processing (FIAR, 2017).
Output control points are the part of the system where processed data leaves the system (FIAR,
2017). Auditors and financial managers must use a variety of controls to test, monitor, and
reconcile the data before and after the data passes through each interface (GAO_092-32G, 2009).

The significance of internal controls, system controls, and cybersecurity controls
becomes increasingly important as the number of entities processing the data increases (FIAR,
2017). Specifically, it is important to know which entity is responsible for operating the controls
and whether the entity is operating a shared control (FIAR, 2017). For example, the reporting

entity may choose to operate the internal controls governing the employee accessions and the
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employee separations completely and not outsource any part of the accessions and separations
process. In another example, the reporting entity and the service organization may operate
shared controls governing the accessions and separations process, which means there must be
communication and understanding between the two parties (SSAE 16, 2015). In another
instance, the reporting entity may outsource the continuity of operations plan to a service
organization and not operate any of the controls governing the continuity of operations.
Regardless of which entity is operating the controls, it is important is to map all of the controls,
test the design of the controls, implement the controls, and test the effectiveness of the controls
(FIAR, 2017). In addition, it is important to reconcile the data after processing, monitor the
effectiveness of the controls on a periodic basis, and document the monitoring activities (FIAR,
2017).

Complimentary subservice organization controls. Complementary subservice
organization controls (CSOCs) are controls that a subservice has in place to align with the
service organization controls (FIAR, 2017). In other words, the work that a service organization
outsources to a subservice organization must have controls in place that meet the same
requirements as the original service organization (FIAR, 2017). As an example, a DoD agency
may outsource payroll processing to agency B, which is service organization. Agency B may
outsource some of that work to agency C. The guidance from the FIAR office is that there must
be controls in place at agency C, which align and operate effectively with agency B (FIAR,
2017). This alignment of controls is crucial because alignment ensures there are no gaps in the
input controls, processing controls, and output controls at the reporting entity level, service
organization level, or the subservice organization level (FIAR, 2017). The accuracy of the

resulting financial statements remains the responsibility of the original DoD agency or reporting
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entity. An example of a control gap within the system interface is an employee timesheet that
processes through the payroll-processing center, but no one certifies the timesheet. Although no
human certified the timesheet, the hours on the timesheet may still be correct. However, the risk
of incorrect hours on the timesheet increases when no human certifies the timesheet. In addition,
if the hours on the timesheet are incorrect then the DoD’s financial statement is affected. To
protect the DoD’s financial statement, there must be aligned controls at the DoD agency level,
the service organization level, and the subservice organization level (FIAR, 2017).

Complimentary user entity controls. Complimentary user entity controls (CUECSs) “...
are those controls for which management of the service organization assumes will be in place at
user entities in regards to the actual services being performed by the service organization”
(Nickell, 2017, p. 1). In this context the term *“user entity” and reporting entity” are the same
entity. The above statement from the service organization obligates management to take steps to
ensure the CUECs are in place and operating effectively at the reporting entity level (Nickell,
2017). An example of a CUEC is the use of a system access form. The system access form is
the control form and the reporting entity ensures that the control form has all data elements
complete, and that there is authorization for the control form, prior to routing the control form to
the service organization. Upon receipt of the control form, the service organization verifies the
authorization of the control form, ensures the control form originated from the reporting entity,
and grants the reporting entity’s employee the correct access the system. In order for the service
organization to process the work correctly, the reporting entity must provide accurate data
through the effective use CUECs (FIAR, 2017). Without the system access form CUEC, there is
a significant risk of unauthorized access to the system, which could result in financial

consequences for the reporting entity (FIAR, 2017).
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What may not be quite so obvious about CUECSs is that there are many CUECSs within the
SOP. While the word CUEC may not be anywhere in the SOP, each CUEC should be mapped to
a policy or procedure in the SOP (FIAR, 2017). The primary CUEC domains are access
controls, configuration management, continuity of operations, security management, and
segregation of duties (GAO_092-32G, 2009). There may be more than one CUEC within a
domain (FIAR, 2017). For example, there are several CUECSs within the access controls domain
and each will be part of physical access or logical access to an information system (FIAR, 2017).
In addition, CUECs are IT system controls, but those system controls are not limited to just what
the service provider defines as CUECs. The organization should map each CUEC back to the
procedure or policy within the SOP that refers to the CUEC (FIAR, 2017). This mapping
exercise will let financial managers and auditors know where the CUECs are and how the
CUECs operate. These CUEC domains are about how an organization maintains both internal
controls and cybersecurity controls to mitigate risks to the organization (GAO_092-32G, 2009).

There are those in leadership, who do not believe CUECs are necessary to implement,
especially when a service organization actually does the processing (DoDIG_2016 054, 2016).
In 2014 for example, there was a finding by the DoDIG indicating the United States Navy’s
management of the Invoice, Receipt, Acceptance, and Property Transfer information system did
not design and implement CUECs for three United States Navy commands because the United
States Navy’s management thought the Defense Logistics Agency was operating those controls
(DoDIG_2016 054, 2016). In addition, the United States Navy did not view the responsibilities
and procedures for system change management as being important (DoDIG_2016_054, 2016).
This example demonstrates why it is necessary to map all CUECs and to identify the entity

responsible to operate each CUEC. If leadership does not view CUECs as being important, there
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is little hope that financial management employees will see the importance of CUECS
(Haakonsson, Burton, Obel, & Lauridsen, 2008). In addition, the risk of financial misstatement
increases significantly when neither entity is operating the controls.

Summary

To summarize, this research examines the link between financial auditability and
cybersecurity, the adverse effects of using legacy IT systems, and the available methods to
mitigate the risk of using legacy IT systems. In addition, this research describes a problem that
evolves and changes as the available technology and the environment evolve and change. The
problem is the huge dollar amounts of unsupported JVs, which prevents the DoD from obtaining
a clean auditor’s opinion on the DoD’s financial statements (DoDIG_2016_113, 2016). Through
the legislative process, the American taxpayer has demanded more transparency beginning with
the Chief Financial Officers Act of 1990 (United States Congress, 1990). However, the DoD has
been unable to produce financial statements that satisfy auditors, which keeps the American
taxpayer unconvinced. In addition, the DoD is unable to make informed operational decisions
because of the untenable financial management (GAO_17_317, 2017). Despite the resources in
place at the DoD to achieve audit readiness, the DoD is still years from obtaining the goal of a
clean auditor’s opinion (Armul, 2009). Although the billions of unsupported JVs were
manageable in 2005, the trillions of unsupported JVs are not manageable today.

There is no single cause responsible for the creation of an unsupported JV. In fact the
DoDIG has identified many contributing factors, such as legacy IT systems, a decentralized
environment, cultural resistance to change, a lack of skilled financial management staff, a lack of
effective processes, systems, and controls, incomplete CAPs, and ineffective monitoring and

reporting (GAO_17_317, 2017). In short, the DoD must correct the DoDIG findings to mitigate
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financial risk, achieve audit readiness, and produce clean financial statements, as the law requires
(United States Congress, 1990). This research provides detailed information concerning
applicable federal regulations and guidelines, the internal business controls, the cybersecurity
controls, and the other factors contributing to unsupported JVs. In addition, this research
explores the FIAR methodology, which is the DoD’s way forward to auditability (FIAR, 2017).

In order to reduce or eliminate the need for unsupported JVs, the DoD must achieve and sustain a

true state of audit readiness.
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Discussion of the Findings

The focus of this research is the relationship between cybersecurity and financial
auditability. The need for financial auditability evolved long before the first business computer
became available. Essentially, these two disciplines evolved separately in traditional isolation.
Auditability evolved primarily out a business need to account for property in transit. Computing
technology evolved out of a business need to reduce costs, increase efficiency, and increase
accuracy. Because memory size and processing power are limiting factors for computing
technology, engineers have found methods to increase main memory and processing power
significantly, which has led to the increased computer system sophistication available today.
The increased computer system sophistication has caused the lines between cybersecurity and
financial auditability to become blurred. This research focuses on taking advantage of the
overlap between cybersecurity and financial auditability to strengthen internal business
processes, mitigate financial risk factors, and use the principles of audit readiness to comply with
federal regulations. The goal is to take advantage of the overlap between cybersecurity and
financial auditability to produce a financial statement that meets auditor scrutiny.
Cybersecurity and auditability

There is an overlap between cybersecurity and financial auditability, which parallels the
evolution of information technology systems. As systems become more powerful, the systems
are able to increase efficiency by tracking and processing more data. The increased efficiency
increases the organization’s reliance on information systems, which increases the number of
systems needed to process data accurately. As the number of systems increase, the number of

interfaces and control points increase. All of these advances in data processing bind

53

www.manaraa.com



cybersecurity and financial auditability together in such a way that financial auditability cannot
exist without strong cybersecurity controls to mitigate risks.

Cybersecurity and financial auditability both require strong internal business processes,
which must be operating in order to be effective. In other words, the information system test of
design can be excellent, while the information system test of effectiveness can fail because well-
designed controls that humans or systems do not operate will not be effective. Implementing
strong internal business controls and strong cybersecurity controls is necessary in order to rely on
the output from information systems. In addition, a holistic approach to internal business
controls and cybersecurity controls can prevent duplicative work and help organizations realize
cost savings. These cost saving can materialize through a coordinated approach to strong
controls and through the benefits of risk mitigation.

Cultural resistance to change. There is a natural resistance to change when the benefits
of the change are not readily apparent. Employees’ will consider how the change will affect the
employees’ day-to-day operation. Thus, an employees’ perception of the change is significant.
Top-level employees should communicate the need for the change, so that all stakeholders
understand there is leadership support behind the change. In addition, leadership remains aware
of the changes that are occurring within the organization. Having leadership buy-in will help
diminish the resistance to the change and provide an avenue for dealing with resistance to the
change, if necessary.

Another consideration is that change should never occur just for the sake of change, there
must be a benefit to making the change. The best way to quantify the benefits of a change is to
show a real cost savings. However, there are non-monetary benefits to change, such as

compliance with new federal regulations. When considering a change, the desired benefit must
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outweigh the risks that are present with every change. The change control board will formalize
and document this process whenever a stakeholder submits a system change request, the
configuration management CUEC. The same process is necessary when the organization
implements an internal business control change. Whenever changes occur, all stakeholders
should be aware of the reasons for the change to help quell the natural resistance to the change.

Lack of skilled financial management staff. The lack of skilled financial managers has
become a serious issue in many organizations. In addition, the blending of auditability and
cybersecurity has increased the need for a skilled financial management staff. With all the
systems in use today, financial managers must have an understanding of the benefits and the
limitations of information systems. When financial managers view information systems to be
something for the IT department to handle exclusively, there is a disengagement between
financial managers and IT personnel. This disengagement leads to financial managers to blame
IT personnel for incorrect output data and contrariwise.

In order to process data correctly, it take knowledge and experience of the part of
financial managers and IT personnel. In addition, each must have a working knowledge of the
others field of expertise. If financial managers have weak controls that introduce incorrect input
data, there will be an adverse effect on the output data, even if the system processes the data
correctly. The same result will occur when the input data is correct, but the system processes the
data incorrectly. In 2017, processing data from start to finish involves many information
systems, internal controls, system controls, interfaces, and personnel, all of which must be
operating correctly. Financial managers must have an understanding of the entire financial
process and not just a subset of the financial process. Unfortunately, the federal government has

experienced a loss of highly skilled and experienced financial managers, primarily due to
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retirement. The federal government is jobs filling those jobs, but the new personnel lack the skill
and experience at a time when the job expectations are increasing. In a 2013 report to
Congressional Committees, the “GAO has also reported that substantive results are not yet
apparent from DOD’s efforts to develop two important resources—modern business information
systems and a skilled workforce—for resolving its financial management weaknesses and
achieving and sustaining audit readiness” (GAO_13 283, 2013, p. 137). Perhaps the corrective
action plan should include the development of a succession plan to retain key institutional
knowledge throughout anticipated periods of attrition.

Incomplete corrective action plans (CAPs). When a reporting entity becomes aware of
a finding or a deficiency, a corrective action plan or CAP is necessary. However, each CAP is
unique to the specific finding or deficiency. Some CAPs may be simple to implement and some
may be more complex, but reporting entities must ensure that the CAP addresses the finding
completely. As an example, there is a requirement that the reporting entity’s management must
sign all standard operation procedures and that standard operating procedures must be
periodically updated (FIAR, 2017). If personnel were using a standard operating procedure that
management did not sign, there would be a finding because management did not formally agree
with the current standard operating procedure. The risk of personnel ignoring the current
standard operating procedure increases because there is no formal direction from management.
This finding would likely result in a CAP, which would require management to sign the standard
operating procedure after providing each periodic update. The CAP would remain incomplete
until management signs the updated standard operating procedure.

The previous example is relatively straightforward to read, understand, and implement.

However, other findings are more complex, multivariate, and require much more time to design
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controls, implement the controls, and test the controls. For example, suppose a finding indicates
that the reporting entity has no controls over the authorization of a pay increases for employees,
which are processed by a service provider. This finding would likely result in a CAP to ensure
the reporting entity authorizes all pay increases prior to the processing of the pay increase by the
service provider. In this case, the control will involve both entities and could be as relatively
simple, such as an authorizing official within the reporting entity digitally signing a pay increase
document and routing the pay increase document to the service provider for processing. Since
this is an example of a shared control, the service provider must physically inspect the pay
increase document for an authorizing official’s digital signature and to ensure the routing to the
service provider was took an acceptable path. If either condition is false, the service provider
will reject the pay increase document and notify the reporting entity. After implementation of
this type of CAP, there must be testing to ensure the new control is operating effectively.

The above examples show that CAPS do not need to be difficult, but CAPS require both
entities to have a clear understanding of how the controls operate and who is conducting the
periodic monitoring of the controls. Ensuring that CAPS address the findings and ensuring
complete implementation of CAPs is necessary to mitigate the risk to the reporting entity. In
addition, it is important to conduct testing to determine the effectiveness of the CAP. In the first
example, a test would be to ask for a copy of the document that designates the system owner or
system administrator, including all roles and responsibilities. The criteria for passing the test
would be that the key supporting document is available within an acceptable timeframe. The test
for the second example would be for the tester to ask for a specific sample of pay increase
documents and check each sample for an authorizing official’s digital signature. The criteria for

passing the test would be to ensure the authorizing official’s digital signature exists on the pay
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increase document and to ensure the information system processes the pay increase document
after the signature of the authorizing official. If the CAP is incomplete, the risk to the reporting
entity is still present.

Legacy systems create risk factors

There are many risks to using legacy IT systems, many of which came into existence over
fifty years ago. Legacy systems are systems that no longer serve a useful purpose. A legacy
system could be a manual business system that no longer serves a useful purpose. For example,
a slide rule is a legacy system today because an electronic calculator is so much more efficient.
In fact, many people do not know how to use a legacy slide rule. Many legacy information
systems became legacy systems as personal computers became more powerful. However, a
legacy system does not need to be old to be a legacy system. A new information system that
cannot process data reliably is a legacy system. A system that cannot process data reliably
serves no useful purpose.

Legacy systems are expensive to replace. In fact, it is not possible to replace some legacy
information systems because the systems serve very specific functions and the systems interface
with so many other systems that the replacement cost is prohibitive. In addition, the cost to
operate legacy systems is steadily increasing, which consumes much of the available research
and development funding. A legacy system that costs too much to operate and too much to
replace is a perplexing problem. Programmers can create newer interfaces to sit on top of the
legacy systems, but the risks posed by the legacy systems remain.

In addition to the cost risk, there is a risk of reliability. Many information systems
process the data before it becomes part of the entities financial statement. There are many

interfaces and many control points along the way. There is a risk of data loss at each processing
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step and through each interface. There are reconciliation procedures, which can catch data that
processes incorrectly and provide an opportunity to restore any data loss, but these controls be
operating effectively. If there is confusion about where the responsibility for reconciliation lies,
there may not be any reconciliation occurring. With no reconciliations occurring, the data loss
becomes permanent. Data loss can be the difference between a supported journal voucher and an
unsupported journal voucher. Unsupported journal vouchers have an adverse effect on the
reporting entity’s financial statement. In some cases, the systems are not auditable because the
systems cannot process data reliably.

Lack of effective processes, systems, and controls. Legacy systems contribute to a
general lack of effective processes, effective systems, and effective controls. Whether the
processes are manual or automated, and whether the processes are legacy are brand new,
ineffective means the processes are not reliable. The same is true for manual or automated
controls. Fortunately, implementing the FIAR guidance can strengthen ineffective processes and
controls. Systems are a little more problematic because some systems are not auditable, which
means the output data is not reliable. Just as it is not easy to add good security to a pre-existing
information system, the same is true for adding auditability to an existing information system. If
a system is not auditable, it may be necessary to replace the information system with a
completely new system. However, information systems have many interfaces and some
information systems interact with many other systems. The way an information system interacts
with other systems may adversely affect the feasibility of a complete system replacement, such
as the government’s attempt to replace the Defense Civilian Pay System.

System interfaces that are not working correctly can lead to data loss. The loss of critical

data can lead to an unsupported JV. A reasonable analogy for what seems to result in an
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unsupported JV is the processing required to reduce the resolution of a high-resolution digital
photo to transmit the photo over the Internet efficiently. The high-resolution digital photo
represents the original key supporting document with all the supporting data. The reduced-
resolution photo loses some of the high-resolution data, which makes the photo smaller and
easier to transmit over the Internet. The low-resolution photo represents the data from the key
supporting document after processing. In both cases, some of the original and irreplaceable
digital information is lost. In the case of a digital photo, the loss of information prevents one
from enlarging the photo with the same detail as the high-resolution photo. In the case of a JV,
the loss of information prevents financial managers and auditors from supporting the JV with
sufficient documentation. Unsupported JVs have a dramatic impact on the DOD’s audit
readiness and resulting financial statements.

Ineffective monitoring and reporting. Ineffective monitoring and reporting is an area
where there is confusion over which entity is responsible for monitoring and reporting on the
effectiveness of business process controls and cybersecurity controls. It is acceptable for the
service provider to conduct monitoring activities and perform reconciliations on behalf of the
reporting entity and it is acceptable for the service provider to expect the reporting entity to
monitor the controls. Both methods are effective so long as both entities have a clear understand
of which entity is responsible for monitoring controls and reporting. The service level agreement
between the two entities should spell out the responsibilities of both entities. Regardless of
which entity is responsible to monitor controls, the responsibility to provide a complete and
accurate financial statement is ultimately the responsibility of the reporting entity.

Along with the responsibility to monitor controls is the responsibility to report on the

results of monitoring. For example, monitoring activities lead to discovery on the effectiveness

60

www.manaraa.com



of internal business controls and cybersecurity controls, but monitoring alone will have no effect
on the discovery of deficiencies. Making the reporting entity aware of deficiencies provides an
opportunity for the reporting entity to design and implement a corrective action plan to address
the deficiency. This is a continual process because systems and processes change over time and
each change has the potential to introduce new deficiencies. Of course, the procedure to request
a system change includes studying the proposed change, anticipating the cost and the effect of
the proposed change, and testing the system after implementation of the change, but those
procedures cannot determine all unintended consequences. Without continually monitoring the
information system in an effective way and reporting the results, the resulting data can soon
become unreliable.
Mitigating financial risk

Mitigating risk is task that is never complete because the business environment is
continually changing in many ways. CUECs can strengthen business processes and internal
controls, which helps mitigate financial risk. However, just the fact that a CUEC is not in place
at the entity level does not indicate there is an adverse impact upon the entity’s financial
statement. It could be that no person or entity took advantage of the vulnerability created by the
missing implementation of the CUEC. However, the risk of financial misstatement still
increases when CUECSs are not in place and auditors still evaluate risk when developing audit
opinions. While not having a CUEC in place may not actually effect the financial statement in
guestion, missing CUEC implementation at the entity level will adversely affect the auditor’s
opinion.

Information systems may require several hundred processing control points to ensure the

integrity of the data processed. However, if the reporting entity does not own the information
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system, the reporting entity may have no control over most of these processing control points.
Simply put, the reporting entity may never touch any part of the control point. Thus, CUECs are
a subset of these hundreds of system control points. When the reporting entity does not own the
system, the CUECs are mostly input control points and output control points, which are the areas
of shared control points between the system owner and the reporting entity. In addition, there are
some CUECSs, such as security awareness training that the reporting entity operates entirely.
Likewise, the system owner operates many of the processing control points completely, with no
interaction from the reporting entity.

Many disagree about the importance of CUECs. Their position is that CUECs are not
system controls and that internal business controls are sufficient. The problem is that the CUECs
are an interface between the internal business controls and the information system controls. For
example, annual security awareness training is a security management CUEC, but a user’s level
of security awareness does not affect the actual information system processing. IT personnel or
the service provider may believe that the security management CUEC is not important.

However, if a user infects the system with an advance persistent attack like the one found on the
Office of Personnel Management information system, that security management CUEC becomes
much more important. In addition, there can be a severe impact on the organization’s financial
statement. Not having a CUEC in place does not mean that an adverse action will occur, but it
does increase the risk of an adverse action. As the risk to information systems increase, the
reliability of the information system decreases. CUECs are preventative controls, which is why
some may believe they are not necessary. Similarly, having all the CUECs in place does not

guarantee that no adverse actions will occur.
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Summary

To summarize, financial transactions begin with several required data elements and each
data element must meet required specifications to be valid data. If all the valid data elements
necessary to support the transaction are present, the transaction should flow through the first
financial IT system without fail or exception. If any of the data elements are missing or invalid,
the transaction will be rejected and not flow through the first financial IT system. All rejected
transactions will need correction and reprocessing, which is the reconciliation process.
Occasionally, there will be transactions that cannot flow through a financial IT system and
processing will require a human to perform a manual work-around. Manual work-arounds are
undesirable because manual work-arounds create additional risk, create additional work, and
require additional documentation. In addition, each transaction must successfully process
through several financial information systems before the transaction becomes part of the entity’s
financial statements. Each financial IT systems has input control points, processing control
points, and output control points.

In order to avoid lost transactions and transactions with incorrect or missing data, a
reconciliation process at key control points is necessary. Lost transactions or incorrect
transactions create a need JVs to bring financial records into balance. When the documentation
to support a JV is not available, the JV falls into the unsupported category because the validity of
the transaction is uncertain. To receive an unmodified auditor’s opinion, an organization must be
able to show that its internal business controls and cybersecurity controls are operating
effectively and sufficiently and that the risk to the organization’s financial statement is minimal

or acceptable

63

www.manaraa.com



Recommendations

This challenging problem, that excessive unsupported journal vouchers are necessary to
balance the books at the DoD, seems to have no single root cause. The DoDIG offered a variety
of problems that combine into one perplexing challenge for the DoD. Thus, there are many
avenues for further research. In addition, the advances in technology seem to add to the
problems instead of reducing or eliminating the problems. The recommendations involve further
study to find and mitigate to root cause of the following problems identified in this research
project.
Systems

Further study of all systems, including legacy systems is recommended with the goal of
reducing the number of necessary systems overall. Each required system will have an input
interface and an output interface. Each system interface is an opportunity for an interface error,
which can lead to an unsupported JV. Reducing the number of required systems will reduce the
number of required system interfaces, which will reduce the opportunity for error. Reducing the
number of systems will serve to create a more centralized environment, which will address the
finding from the DoDIG concerning the DOD’s decentralized IT environment. Legacy systems
that are required will need strong internal business controls and strong cybersecurity controls to
ensure data integrity.
Skilled Financial Management Staff

Skilled financial management staff is a necessity for improvement financial auditability.
Human personnel must understand the importance of input controls, processing controls, and
output controls. While a service level agreement may obligate another entity to operate some

controls, it is not possible to outsource the responsibility for the integrity of the data. For
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example, when a reporting entity outsources data processing, the service provider relies on the
integrity of the input data because the service provider does not produce the input data. The
service provider distributes the output data to the reporting entity and relies on the reporting
entity to reconcile the output data. In some cases, a service level agreement may obligate a
service provider to reconcile the output data, but in those cases, the service provider will reach
out to the reporting entity as questions from the output data arise. Thus, even when the service
provider is obligated to reconcile the output data, a shared control exists between the reporting
entity and the service provider.
Financial Improvement and Audit Readiness

The DaoD relies on FIAR guidance to help the DoD forge a path to audit readiness and
auditable financial statements. The FIAR team is a vital resource for the DOD in the DoD’s
continual efforts to comply with federal regulations. Updating the FIAR guidance is part of a
continual process to reflect new information and technological changes. In addition, FIAR
guidance reflects changes and update to the Office of Management and Budget Circulars, which
contain the latest updates to federal regulations. In addition to guidance, the FIAR team provides
many tools for tracking corrective action plans and for analyzing huge amounts of data. The
FIAR team includes experts in the fields of internal business controls, information system
controls, financial processes, and auditing.
Complimentary User Entity Controls

The term complimentary user entity controls or CUECs is a relatively new term in the
auditing world. As organizations or reporting entities began outsourcing some of their financial
data processing, some control gaps became noticeable. Legitimate questions arose about which

entity was responsible for controlling specific processes. Service providers make CUECs
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available to the reporting entities to prevent control gaps. The output from the service provider
is not reliable unless the reporting entity implements the CUECs. For example, if information
system users have no training in security awareness, the likelihood of those users’ actions
affecting the integrity of the service provider’s data increases. Implementing the security
management CUEC, which requires the reporting entity to provide every user with security
awareness training before the user accesses the information system, mitigates the risk to an
acceptable level. A key point is that the service provider operates some CUECSs entirely, the
reporting entity operates some CUECs entirely, and both the service provider and the reporting
entity operate other CUECs. There must be coordination between both entities to ensure there
are no control gaps.
Monitoring

Continual monitoring is part of the audit readiness process and part of a robust standard
operating procedure. In addition, monitoring must occur on a regular basis. While Excel
spreadsheets are not easily auditable as part of a data processing system, Excel spreadsheets are
useful for monitoring activities. For example, through analysis of accession reports, separation
reports, and gross pay files, Excel formulas can automate processes to identify exceptions, which
are difficult and time consuming to identify through manual processes. Exceptions on the
accession report will identify new employees that should be on the gross pay file, but are not on
the gross pay file. Exceptions on the separation report will identify separated employees that are
on the gross pay file, but should not be on the gross pay file. Excel is a powerful tool and can
analyze thousands of lines of data in a matter of seconds. In addition, Excel array formulas can

save time by automating the process of finding and writing the exceptions to a new Excel
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Worksheet for corrective action. The automation and increased efficiency is an example of the
prodigious use of Excel formulas.

The benefit to using powerful Excel tools for monitoring activities is the ability to
conduct an analysis of the entire data set instead of just a few samples, which makes identifying
exceptions more likely. In addition, an automated process means there is less time spent
conducting monitoring activities by manual means. Using the Excel spreadsheet for monitoring
activities does not touch any part of the data processing, so there are no requirements to make the
Excel spreadsheet auditable. However, precautions should be in place to protect personally
identifiable information and to limit the access to those with a specific need to access the
populated Excel spreadsheets. Conducting and documenting monitoring activities is part of

compliance with FIAR guidance.
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Conclusion

In conclusion, there is no single root cause, which is attributable to the inability of the
DoD to comply with the Chief Financial Officers Act of 1990. Rather, there are many factors to
consider when analyzing the perplexing problem of the DoD’s inability to provide clean
financial statements. From a technical standpoint, the primary factors are the use of legacy IT
systems, the sheer number of IT systems in use, the decentralized IT environment that exists, the
interfaces between the numerous IT systems, and the ineffective processes controls, business
controls, and cybersecurity controls around the various IT systems. In addition, there are human
factors to consider, such as the cultural resistance to change, the lack of skilled financial
management personnel, the incomplete corrective action plans, and the ineffective monitoring
and reporting. It almost seems like humans have begun turning over the entire financial business
process to a menagerie of IT systems, all lacking the artificial intelligence required to provide
auditable output, which was never the intent of developing information technology systems.
When interfaces break and reconciliations fail, unsupported journal vouchers become necessary.

Resolving this type of problem requires a multi-faceted approach, which is a continual
process because of evolving technology. For example, IT systems must undergo evaluation
periodically to determine the cost verses the benefits of replacement. Legacy IT systems need
measured replacement in order to keep the maintenance of legacy systems and development of
new systems in balance with the available funding. The goal is to reduce the number of IT
systems needed to process data slowly, and to use Enterprise Resource Planning as much as
possible.

From a human standpoint, the personnel processing the financial information should have

a basic understanding of the entire financial business process, not just a portion of the financial
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business process. Understanding the entire financial business process will help ensure an
understanding of needed process changes. In addition, human personnel from the reporting
entity must be cognizant of the fact that the reporting entity is ultimately responsible for the
integrity of the financial data. In addition, the reporting entity must verify that the data
processed correctly, regardless of the service level agreement in place with service providers.

The final considerations are the need for strong internal business controls and
cybersecurity controls. Simply appending internal business controls and cybersecurity controls
to the end of an entity’s standard operating procedure will not be effective; embedding internal
business controls and cybersecurity controls within the standard operating procedure is
necessary. There is some synergistic value in implementing internal business controls and
cybersecurity controls together because some of the controls overlap each other. Taking
advantage of any overlap in controls and implementing the controls together can save time and
help keep costs down.

This research project has shown that considerations of all of the above factors are
necessary to mitigate the challenges the DOD is facing. Implementing strong internal business
controls and strong cybersecurity controls in the important domains of segregation of duties,
security management, access controls, configuration management, and continuity of business
operations, will help improve auditability. In addition, the use of financial information

technology systems that meet auditability standards is a necessity.
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